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Increase security with
uniFLOW Online
Whilst protection of personal data has become more and 
more important, safeguarding business data is also critical. 
Sensitive data is constantly transferred in the print and scan 
environment so it is vital to maintain a high level of security 
across the whole environment. uniFLOW Online increases 
business security because it…

 ...helps to close security gaps: 

uniFLOW Online offers organizations a wide set of features e.g. secure printing 
and restricting access to devices, which increase business security and reduce 
the risk of human error.

 ...follows a secure by design and by default approach: 

uniFLOW Online is designed so that data protection is supported by the infra-
structure e.g. through tenant isolation and a minimum data policy.

1 Cf. http://www.databreachtoday.com/blogs/preventing-breaches-dont-forget-paper-p-1690

61% of small data breaches - those affecting 
500 or less individuals  - involve paper records.1
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A secure print and scan environment, 
increasing employee awareness, 

clear document processes 
and access restrictions

can close security gaps and 
minimize an organization’s risk

of being affected by a data breach.
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uniFLOW Online helps to 
close security gaps
uniFLOW Online is a cloud-based solution with a wide range 
of features to help organizations secure their print and scan 
environment. High security standards are considered across 
all of these features to ensure business information is protec-
ted. uniFLOW Online is simple to set up and its security fea-
tures are configured swiftly.

 Device access control 
 
Printers produce the final output. uniFLOW Online ensures device security because users must authenticate 
themselves before accessing any of the device’s functions. Various authentication options are available in-
cluding PIN code, ID card, mobile phone, a combination of ID card and PIN code, Dept. ID + PIN code, image 
+ optional PIN code.

 Mobility with confidence 
 
Mobile devices like smartphones or tablets can be used for mobile or guest printing. uniFLOW Online 
addresses commonplace security risks by providing external job submission pathways. Files to be printed 
can be sent as an email to uniFLOW Online, directly uploaded using mobile job submission on the uniFLOW 
Online Tenant. This minimizes attack vectors as unknown or unauthorized mobile devices do not need to be 
added to the organizational network. Files are then converted and stored within the regional data center 
until users select a file to be printed e.g. through ‘Print and delete’ or until it is deleted manually or auto-
matically after a specified time.
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 Print job security 
 
uniFLOW Online follows the principle of handling data economically and responsibly. My Print Anywhere 
provides convenience as users can walk to any device connected to uniFLOW Online. Print jobs will only be 
released once users have authenticated themselves at the selected device. Thanks to uniFLOW SmartClient, 
a software installed on a client PC, print jobs can stay within the local network where they are processed 
and stored on users’ local PCs. When a print job release is initiated the uniFLOW SmartClient sends the job 
directly to the device the user is authenticated at. Users can also send their print jobs directly to third ge-
neration imageRUNNER ADVANCE and imageRUNNER ADVANCE DX devices using Direct Secure Print, while 
still profiting of My Print Anywhere functionality. Print jobs are only released to a selected printer once a 
user has authenticated at that device.
When printing files directly from a cloud-based service, only the processing is done in uniFLOW Online. 
Print jobs that are saved to queue for later printing are stored within the regional data center until users 
select a file to be printed e.g. through 'Print and delete' or until it is deleted manually or automatically after 
a specified time. Administrators and all other users can never access print jobs within uniFLOW Online.

 Secure scan processing 
 
Users can securely scan to either their own email address or a variety of cloud-based DMS. When scanning, 
a captured document is transferred, via uniFLOW Online, and stored in the selected scan destination. Only 
the processing, if applicable, is carried out in the cloud. If at all, documents are only stored for a limited 
period of time in uniFLOW Online and for the purpose of carry out processing. Unprocessed jobs are sent 
after 24h to the users email address and deleted in uniFLOW Online, e.g. when using Filing Assist/ My Filling 
Assist. Administrators do not have access to content or index data of scanned documents. Scan profiles can 
also be restricted to certain users or groups to ensure scan destinations are available to authorized users 
only. To further enhance document security, PDFs can be encrypted using industry standard AES-128/256.

 Device policy 
 
Once users access a device, they are often presented with various functions and features which are not re-
levant to them e.g. the majority of users do not need to access network settings or to see print logs on the 
device. At the same time, access to certain device features can lead to inappropriate use which can pose a 
security risk. By installing the Access Management Service (AMS) kit on the device, uniFLOW Online enables 
administrators to lock certain functions and only grant access to specific users or groups.
In environments where open access to most device functions is wanted, uniFLOW Online offers context-ba-
sed login for Canon imageRUNNER ADVANCE devices and Canon imageRUNNER 2600/2425 Series. This will 
only require user authentication for selected functions.
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Following a secure by design and 
by default approach
Communication is encrypted and data transfer is reduced 
within uniFLOW Online. A print job can be sent from a user’s 
PC to any available device without leaving the company net-
work. Organizations that choose to use a cloud solution be-
nefit from updates and security enhancements, because the 
most recent version is always available without any need for 
manual intervention.

 Tenant isolation 

Each uniFLOW Online instance created is logically separated from other instances via the tenant isolation. 
This guarantees personal data is never mixed up with data from other tenants. There are frequent occasions 
when data sharing between a customer tenant and its parent tenant - normally a dealer or a Canon Partner - 
is required e.g. for analysis, support or service cases. When this is necessary, data sharing must be enabled 
by the customer, not an outside entity. By default, uniFLOW Online will never share any private information. 

 Minimum data policy 

Security risks can be eliminated if sensitive data is not available. This is why uniFLOW Online only requests 
minimal data and processes only the data required to provide a service. By default, only accounting and 
configuration data is sent outside the company network and when scanning to a cloud-based DMS the 
images are sent outside the company network. Uploading of print jobs’ file names for reporting purposes is 
disabled by default thus removing yet another potential security risk. If file names are required administra-
tors can permit these to be stored in the reports.
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 Secure communication 

Within uniFLOW Online, security is considered across all components which communicate with each other. 
Communication between the uniFLOW SmartClient and a connected device is encrypted via HTTPS and 
print jobs via AES-256 RSA. All other communication between the uniFLOW Online service and components 
on the local network or external components are encrypted via HTTPS. uniFLOW Online’s HTTPS implemen-
tation uses industry standard algorithms and certificates. As print files sent via uniFLOW SmartClient or Di-
rect Secure Print are transferred directly from a local client PC to the device, a uniFLOW Online environment 
does not require a permanent internet connection.

 GDPR made simple 

uniFLOW Online helps to increase document security, but also supports the administrator to fulfill the 
user rights related to GDPR. Administrators can easily collect all personal data of a user by downloading a 
.json file and hand it over to the user making use of their right of access. The delete button erases all per-
sonal data of a user from the UI and active databases, but also from databases holding deleted versions 
and object history. Accounting data in reports remain, the users name and relating print job names are 
anonymized.

 Data sovereignty 

uniFLOW Online is hosted in Microsoft Azure data centers that are distributed across the globe. The multi-
ple Microsoft Azure data centers used by uniFLOW Online allow customer data to respect data sovereign-
ty. The customer data remains within the local region i.e. European customers' data will always be stored 
within the European data center in Amsterdam while US customers can be sure their data will never leave 
the US.
More information about Microsoft Azure and its security and compliance features can be found at the 
website: https://azure.microsoft.com/en-gb/support/trust-center/ 

 Protection of user data 

uniFLOW Online does not store any user credentials such as passwords. Instead, it uses a claims-based 
approach to authenticate users, whereby it accepts logon credentials from multiple identity providers. The 
default provider is Microsoft Azure Active Directory. Alternatively, administrators can use Active Directory 
Federation Services (ADFS) to integrate with e.g. Microsoft Office 365 or their own locally hosted Active 
Directory®. The provider type OpenID connect will integrate with AuthO, Okta, OneLogin™, Ping Identity® 
and others. In addition, it is possible to make use of shared web identity providers like Facebook, Google, 
Yahoo!® or Windows Live ID.
Other sensitive information e.g. ID card numbers or PIN codes stored in users’ accounts are encrypted via a 
one-way salted hash to enhance security.
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